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Definitions:

:0lay il

1)

AML/CFT/CPF: Anti-Money
Laundering, Countering the Financing
of Terrorism and Countering
Proliferation Financing.

Jlgodl Juwe analdo :AML/CTF/CPF (1

dalwi juwisl Jgoig wlall Jigaig
Joliwl jloal

2)

Risk-based Approach (RBA):
Identifying, assessing and
understanding ML/TF/PF risks to which
an insurance company is exposed and
take AML/CFT/CPF measures
commensurate to those risks to
mitigated them  effectively and
efficiently.

:(RBA) jblaoll wle @ild)l apdl
duwe jblho opag oudig a0
Juidl Jgaig ulayll Jigaig (Jlgoll
) wei qwl Jolidl jloall nlwi
June dnaldo yulay alailg uolill a4
Juddl Jigoig wlayll Jigaig Jlgoll
A 2o wuwliy, loy Joliwl jloall aalwi
Seladg adled) lgio wiasill jhlaall

(2

3)

Financial Action Task Force (FATF):
An intergovernmental organization that
sets international standards and
promotes policies to combat money
laundering, terrorist financing, and the
financing of proliferation of weapons of
mass destruction.

:(FATF) Wl Jom)l éGcgono
wleoll enj dWga duogin dabio
Juwe andlbo Olwlw jieig augall
Judl igaig wlaylll hgaig Jlgolll

Joliw! jloall daluw

3

4)

Business Risk Assessment (BRA):
An exercise which identifies the risk of
ML/TF/PF posed to the insurance
company as a whole based on its
activities.

clpnl :(BRA) Jlocil jblao oudi (4
sblo yo U5 yaaj | g)gy wapy
Jigaig vlall ugoig Jlgoll Juwe
Wi il Jolid! jloa)l dalwi il
dbuwdl (Gag (ol aSuu )
lplé o éwjlodll

5)

Customer risk assessment (CRA):
An exercise which identifies the risks
that each individual customer
(individual or legal person) poses to the
business.

clinl :(CRA) cllaoll jblis oudi (5
yul pblaoll yani wll gjgy wapy
dbuwdl  wle roc Y5 lpliy
oA Jrooll 1aa 14 clgw , Gl
blicl of oub

6)

Inherent Risk: The risk of ML/TF/PF
occurring without consideration of any
controls or mitigants

Jlgoll Jue jblho :aiol&ll jblaoll
dalwi il Jgoig wlall Jigoig
uil 8lelyo yga Yany wull Yol jloall

lpasasy lpis go Slclyal ol bulgss

(6




7) Preventative/Risk Mitigation
Measures: The controls which are in
place to mitigate the existence of risks
or to prevent risks from materializing.

sy pulai/auilagll puladl (7

6acioall  hilgall blaall

tblaoll 823 o uasill doasiwollg
l90las gio gl

8) Residual Risk: The risk that remains
after all control measures have been
implemented effectively

< agtrioll lsoll :agaiall jolaall (8
J®a J4iy alagl Olclp] aald Gubs

9) Risk Appetite: The level of risk the
insurance company is prepared to
accept in the course of its business
operations.

Jblall wigiwo yblaall Joai abils (9
S5 gosT
ulyoial lpidoc lb| b lploa

daoiwo ol

10)Trigger Event: A specific event or
action that prompts an ad hoc review of
the BRA.

ALl 2326 cljn] gi Uan janall aall (10
Ylocil jhlho ouds dealjo §jgph aic

11)Structural risk: Risks arising from the
insurance company’s ownership
structure, governance framework, and
operational complexity.

Uc aubll pblaall :adiagll golaall (11
Jblg oWl asph aslo JAwa
lpua) ool aLdeig Eadgall

12)Customer Risk: The level of risk posed
by the insurance company’s customer
base.

il jblaall wigiwo :ellomll jblao (12
(oWl a5p clloc §acls lgliod

13)Product, Services, Transaction Risk:
Risks associated with the nature of the
products and services offered, as well

Uloasllg oliia)l  jblio (13
souby dbdll blaoll :Ollosllg

as the complexity, volume, and | galpyl &osadll Oloasllg wlaioll
frequency of transactions. o ’
Ollooll yilgig pang udel vl
14)Delivery Channel Risk: The risk bl pblaoll :oulmi] Olgis blao (14

posed by the methods used to deliver
products and services.

@24 yd doadiwall wdwdl e
Uloaallg ulaiioll

15)Geographic Risk: Risks linked to the
jurisdictions in which the insurance
company operates, conducts
transactions, or has  business
relationships.

abwipoll jblaoll :dualp@all jblasll (15
lpsa yujlod wull apaljell asbioll

o0 Y ol lpibatul (ol &Sy
44150 SliLle lpy gy of Gllolo

16)Emerging risk: New and developing
risks associated with individual sectors.

suaall  blholl abWl  blasll (16
aalinall Olelbhall abgoll 3jghiollg

17)Non-Profit Organization (NPO): A
Legal entity that engages in collecting,

receiving, or paying money for
charitable, religious, cultural,
educational, social, or solidarity

wugila)l guAl sdasyl pé Slobbioll (17
241 gi pliwl gi gon via Jjliy ¢all
awalaj gi aua gi ayps olel Jligoll




purposes or that conduct other

charitable activities.

gl duolay gi ducloial gi duowles gi
AT Gy ps abuii vipad

18)Preventative Controls: Those controls
that limit the ability to use the product or
channel in a way that would increase
the ML/TF/PF risks

o 205 il bylgnll :éuilagll bylgill (18
&y by 8liall gf atioll pladiwl éwlbol
Jigaig Jlgoll Jwe jblho yo yji
Joall dalwi Ll Jgaig  wlayll
Joli!l

19)Detective Controls: Controls that
monitor activity through the product or
channel.

wdly il bylgnll :aadbl&l bylgidl (19
liall gl atioll JUa (o bliwl

Purpose & Scope of Application Glbilg oyl

The purpose of this Guideline is to assist S i | &m0 ¢ 4l |2 i
all insurance companies in the Kingdom of u le s I.p Ugﬁﬂqlodﬂln” m 3:“
Saudi Arabia who dypell  &dloall  wna ULo

are subject to
AML/CFT/CPF supervision by Insurance
Authority in understanding and complying
with  their AML/CFT/CPF obligations
relating to conducting a Business Risk
Assessment pursuant to Article 5 of the
Anti-Money Laundering Law issued by
Royal Decree No. (M\20) dated
05/02/1439H, Article 63 of the Law on
Combatting Terrorism Crimes and
Financing issued by Royal Decree No.
(M\21) dated 12/02/1439H, Implementing
Regulations, Rules and Guides.

dua algg bl deslllg dagowll
Uloljilll JUiioll duloc wia paluyg (uotl
Jlgoll Jue &nalbo albho dni 2ai will
Joall dalwi juil Jgaig wlall gaig
Jocil jblho ouai ddleiallg Jolidl
&nalho i o (5) dalall vl Ialiiwl dag
w&loll oguyoll wagoy jalall Jigoll Jue
dalallg —a1439/02/05 Ayl (20/0) g)
abgaig Vlayll piljn aadlho plbi go (63)
willall pgwyall uagay jalnll wagay jaloll
2ilgllg —a1439/02/12 2yl (21/0) ©4)

Aloll Ola ulalyllg aclgallg \duasaiill

This Guideline sets out the expectations of
the Insurance Authority regarding the
factors that insurance companies should
take into account when conducting their
Business Risk Assessment.

logs (polll alge lodgl Yyall ae 32z
(ol O wle v wull Jolgall Joiy,
Jlocil jblio ol lacla| aic lgilclo

The factors and measures described in this
Guideline are not exhaustive and this
Guideline does not set limitations on the
steps to be taken by insurance companies
in order to meet their statutory obligations.

laa v aangall wlaillg Jolgell anii
Juall 1aa pnsy g aloli pe lgigsy Juall
loclyl (ol Oy wile (yaty ull agsal

augilall lgiboljil clagl

There is no standard risk assessment
methodology and in conducting their risk

Jblkhall ouall Gango duapio angi U
oudd el aie (ol UlEPL wle n1iyg




assessment, insurance companies should
consider any other factors and measures
as appropriate to their business.

lplloaci deyb o

This Guideline applies to all insurance
companies which are subject to AML/CFT
supervision by Insurance Authority.

ol OlEpl ron wile JUall laa Gibj
wle (uolll dua algyg il aeplall
Wlayll Jigoig Jlgoll Jue daaldo

Supervisory Expectations

:axalpill Sleisgil

Conducting a Business Risk Assessment
(BRA) is a fundamental component of the
Risk-Based Approach (RBA) mandated
under the Financial Action Task Force
(FATF) Recommendations. Insurance
companies are required to systematically
evaluate the money laundering (ML),
terrorism financing (TF), and proliferation
financing (PF) risks associated with their

business activities, customer base,
products, services, and geographic
exposure. This assessment enables

insurance companies to identify, measure,
and understand the inherent and residual
risks they face. In this regard, FI's should
also consider the relevant FATF guidance
related to the Financial Sector.

lwlwi ljnic Jlocl jhlao owdi el aoj
Gag a ojlall jhlaall wle ilall apill o
i dun ol Jooll degono lngi
polral yiapio owdi el Jrotl Slapb
Juiil Jgoig wlall Jugoig Jlgoll Juue
lpibuini e éilll Jolil jloall anlwi
lpilaiiog  lpillac Ayl
aallell Ola aaleall Gbliallg lpiloasg
ya3J go (ol Olapb pwdill laa (Jhaig
auduiollg aiol&l jblroll opag yuliag
Olaliy)| Sleho go gl wuug oA .lpial

aloll 9la Wl Jool cgono

daclag

A BRA is the first step insurance
companies should take before developing
their AML/CFT programs. It involves
identifying and assessing the inherent risks
which insurance companies reasonably
expect to face from ML/TF/PF. Once an
insurance company has completed its’ risk
assessment, it can then put in place
programs that minimizes or mitigates these
risks.

vl wgill sghall Jlocll ihlho oudi o)
Jd loalyil guolll Olpb wile wuly
Jlgoll Jue éaaldal Holy &l lapghi
odig yany i Joung .wlayll Jigoig
cuolill Wllp pagii ull aoldll jhlaoll
aspill yaoug wogpall laa via lpigalgo
oi Yuadl lpith yo Loly vy la) ey

sblaall an (o ianil

Having a well-documented ML/TF/PF risk
assessment in place is a central part of an
insurance company meeting its
AML/CFT/CPF obligations and should
assist these entities to:

pblral an JAii @Gigo owdi agag a9
Juiiil igoig wlayll Jigaig Jlgoll Juwe
Jliiol (o Uwlwi 1&ja Jolidl jloa)l aalwi
daaldo Jlao wa Ipiloljll) (uolill &l
Juil Jigoig wlayll Jhgaig Jlgoll Juwe
ailwg Of @ity gog Jolidl jloall aalw

2Dl wle a4l




a) Understand the ML/TF/PF risks to
which the entire business is exposed,

b) Determine how these risks are
effectively mitigated through internal
policies, procedures and controls and;

c) Establish the residual ML/TF/PF risks
and any gaps in controls that should be
addressed.

Jugoig Jlgoll Jwe jblho ppa (i
Joall aalwi il hgoig wlayll
lp) anye ygsi aa wul Joliwl

polrall oaa o el uaus yanj (v
Owlwll eng Ja go alley
aualal bhylgallg alelalig

Jigaig Jlgoll Jue jblho oy
Joall aalwi jlil hgoig wlayll
Jolidl
lpinlleo wyioyy yull bylghll

wia Ui wig  duduiall

10

Insurance companies must ensure that
their BRA is tailored to their business
profile and takes account of the factors and
risks specific to their business. A generic
ML/TF/PF BRA that has not been adapted
to the specific needs or business model of
the supervised insurance company will not
meet the expectations of the Insurance
Authority.

sy i go 28I (ol Oldpl vile wy
duub 2o wwlily loy pond Jlacll jblao
Jolgell juicll «a a3y (i lpllaci
sblho udi Jig lgbli dnlil jblallg
Juiail Jugai gi wlayll (bgai o Jlgoll s
ol o il o)l Jolidl jloa)l éxlwi
Qigoi gi aplJl Vbl lBag aauldy
Aulalg wlpolll aevlll (polll aspl Joc

ol aiha Slalla ul o)

10

n

The BRA must be made available to the
Insurance Authority upon request.

oI AW o9 (ol Ol e sy
adb o ol dixg) jaidll Jlocll jblao

12

Insurance companies should note that
ML/TF/PF risk cannot be entirely
eliminated regardless of how effective the
AML/CFT/CPF control framework is.

Jblo (i Jjay i grolll Oldph wle wpy
Juiil Jigoig wlayll Jigaig Jlgoll Juue
lpue clball Jhou U Jolidl jloal dnlwi
i alled wino (e phill sy Jol& Jhuiy
Jlgoll Jwe 8aalkal aoinall bylgall
Joa)l aalwi juil Jigoig ulal Jugoi

Joliwl

12

13

Insurance companies which are part of
group should ensure that they also conduct
their own BRA and not rely solely on the
global BRA.

b0 165 U5 yull w0l GlSpiy iy
g4 dcgonall ail (Jo 28U )i dcgono
Ug gy ol Jloelll jbliro odi cljab i
Jcll jblho owdi wle bad aoiowi

ool

13




14

The BRA should satisfy all of the criteria
provided below:

a) Documented and Approved by Senior
Management.

b) Be specific and consistent with the
business Guidance.

c) Include an assessment of the ML/TF
/PF risk posed by all of the risk factors
provided in this Guidance.

d) Assess and clearly differentiate
between ML, TF and PF risks.

e) Take into account the National Risk
Assessment of Saudi Arabia, any
topical risk assessments, any
Sectorial Risk Assessments and
other relevant sources of information.

f) Reviewed and Updated on a regular
basis.

2100y Jlocll jblho owdi viay i uy
:oliai 8a)lg)l pleoll

Well gjlall o laaivog Wigo ygu i (

JyJa po lalgiog 13200 (Jgdu i W
Jlocl

Jlgoll Jue jblaal lowdi godi g

aalwl il Jigaig wlall Jgoig

Jolge 2ion lplaui vl Joliwl jloall
JWal 1as (na 8aylgll phall

aajalll uavlg blyg opds gosly i 6
eyl Yigolg Ulgoll Yut yolso gy
Joll jloall aalwi juidl (Jigaig

ool yibgll pwdill go YA welp Of (o
wilg &yageull dwpell ddloall a
82106 ublgoy Gleii blao Olowai
U9x Jblkhall duclbd Olowdi wiig
la wpil Ologleall jalbo  Jlag|
Aalnll

wlwi wle ajanig aieallo ol Ui (9
i

14

Overview of Business Risk Assessment:

:Jlocill sy pblao wle dole Gk

15

The primary objective of a BRA for an
insurance company is to systematically
identify, evaluate, and understand the risks
associated with its operations, products,
services, customers, and geographic
exposure. This process enables the
company to assess the likelihood and
impact of ML/TF/PF and other financial
crime risks. By conducting a thorough risk
assessment, the insurance company can

Jlocl jblho oudi cljg yuuwpl wagll Jiol
©@pag Edig ya i (ol V&
lpliiog  lpiloy  abujjall  jblaall
JAuy valpeall palbig lpitlacg lpiloaag
oudy adpill clpll lae Ay .wapio
Vlayll Jgoig Jlgoll Juwe pitig awloinl
Uo lapeg Jolidl jloall dalwi juinil Jugoig
clpl Yua go il éllall @il jblao

15




develop and implement appropriate risk
mitigation measures, ensuring compliance
with  regulatory requirements  while
safeguarding its integrity and reputation.
Additionally, the BRA supports informed
decision-making, enhances risk
management frameworks, and promotes a
proactive approach to financial crime
prevention.

(uolll aspid Ao jblhall Yol oudi
sl uaril duwlio plai Araiig pghi
9 dwouhill Olulbioly elUll gosy loy
| aalbll gizowg lpialj wile Blaall
Olla 3kl Jloell jhlao oudi oy i
vle 2aiing Jblaall gjlal ybi jioig Goulw
Slall @illl yo &ulagll vnaliwl 2pi el

16

A BRA should not be confused with a
Customer Risk Assessment. The BRA
identifies the risk of ML/TF/PF posed to the
insurance company as a whole based on
its activities. A customer risk assessment
specifically identifies the risks that each
individual customer (individual or legal
person) poses to the business.

Jlocll jblro oundi gy blall e U
©OU8) 22y dun cllowll jblho oudig
Jigoig Jlgoll Jwe jblro Jlocll jblho
Jolil jloa)l éxlwi juiil (Jugoig wlall
wle el A5 (uolill aspi lp) Yoyl yull
cllooll jblho udi 21y loiw il
bl wvle Jroc Y5 plauiy vl jblaall
tha Jrooll laa B clgw ol

bl oz of heub

16

17

The BRA consists of number of phases
that should be conducted by an insurance
company. The results of an effective
ML/TF/PF BRA will be the classification of
identified risks into different categories,
such as High, Medium and Low or some
combination of those categories (such as
medium-high, medium-low, and so on).

Usljo 8ac o Jlacll jblso eud oSy
Al otig (yolll &Spb o) 0987 Ul iy
Slayll Bgalg Uigoll Yuc 1hlso o
Jall Jolidl jloa)l aalwi juiwl (Jigaig
Ulia wll 60andll jbhlhall wins ya
gl \anaiiog ,dbuwglog alle :Jio ,aaliso
abhuwgio-aldle ;Jio) vliall caa (o ujo
(5 g Gbugio-aaas,

17

17

An effective ML/TF/PF BRA will allow the
insurance company to make informed
management decisions regarding risk
appetite, allocation of AML/CFT resources
and development of ML/TF/PF risk
mitigation strategies. Where higher risks
are identified, insurance companies must
take enhanced measures to mitigate these
risks.

Jigoll  Jwey  @leiall jblhall  ouds
Joall dalwi juiil (hgoig wlayll igoig
Oljld Akl go (ol adpi jRoy Jolidl
yblaall Judi wigiwo iy dwgjao &y)lal
dlgoll Jwe dndlho ajlgo  youniig
rasill Slawlpwl pghig Wlalll Jigaig
il Jhgoig Jlgolll Jwe jblio (o
Jug Jolidl jloall anlwi juiil (Jgoig

18




uasill jjes plai Al guolll Ol wle
. blaoll 0aa o

19

The risk that remains after all measures
have been implemented effectively is
known as the residual risk.

2100 Audl 2y vdw yall pball W)
awdioll phlaoll owl dwleay pwlail

19

20

The insurance company must ensure that
it properly documents and demonstrates
the methodology used to determine
residual risk ratings.

Gugi o 28WI (ol asuh wvle Wy
}bbﬂjl C’l . ”- .. JI'J'JDIJ a-o . e II u” > . ll
20b JAdy lpililg dxduioll

20

21

The BRA is a cyclical process and the risk
assessment should remain under regular
review, including whenever there are major
developments in management and
operations of the insurance company (e.g.,
business model, clientele, risk exposure,
and so on.). In addition, insurance
companies should also develop a list of
trigger events that trigger an ad hoc review
of the BRA.

8092 dlac aylioy Jlocll jblio oudi aoj
U aobiioll d=aljoll tedld gy Ui wug
wia &pagn Jlighi agag cgb wva loww
Juw wle lpilocg (uolll 85 g)lal
weilly claollg Jlocil a3goi) Jloll
Wy ] aalbllg (lagaig yblhall
Olanil aails eng (wolill Uléph wle
dnopio dmalpo wll vyag yull djanall

Jlocil jblho owsil

21

Phases of a Business Risk Assessment:

There are 6 main phases of a BRA;

Jlocil jblao by (Jaljo
Jlacllljblbo @i awu) Jaljo 6 Jlie

Phase 1: Data Collection:

:loglaall paa gl dlajoll

22

As part of the risk assessment process, an
insurance company must evaluate its
inherent risks, which represent the
ML/TF/PF risks that exist before any
controls or mitigation measures are
applied.

wle uy yblall oudi ddoc go cjas
willg Laiolall lapblho owdi (ot s
Vgl Jigaig Jlgoll Yue jblro Jias
Baila)l Yol jloa)l aalwi jliwil Jigaig

8larasy play g bulgpd wi Guby g

22

23

When insurance companies are
conducting their risk assessment, they
should have regard to various relevant
sources of information.

Including, but not limited to, the following:

First: High-Level external source on
risk:

oy yblhall eudl ol Ol cljal aie
Ula Uloglmall jalbo wlino édleljo puc
Aol

2l ol U Jliodl Juw wile ella gog

Gl all jalball yois lad :lgi
bl

23
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a)

b)

d)

f)

9)

h)

International Guidance, typologies and
evaluations including the FATF,
International Association of Insurance
Supervisors the  World Bank,
International Monetary Fund, United
Nations and Transparency
International.

Information from professional sectorial
bodies.

Black lists, grey lists, sanction lists.

Topical risk assessments conducted
by Authorities in Saudi Arabia.

Saudi Arabia AML/CFT National Risk
Assessment.

Risk Assessments conducted by the

Insurance  Authority and  other
competent  authorities, including
SAFIU.

ML/TF Risks as issued by the Anti-
Money Laundering Permanent
Committee  (AMLPC) and the

Permanent Committee for Countering
Terrorism (PCCT).

NRAs of other regions with links to the
business.

Communications by
authorities.

competent

Bwgall olowaillg Ulatinilg Olguagil
wlloll Jo=ll dcgono i wvia loy
idlg uolll vnapinal dugall umanllg
ollg «gall 28l \§gaing wgall
ugall aualauinl dabiog &anioll

agigoll axclball aligll (o Vlogleo (v

Gualodl  wilgallg  clagudl  @ilgall (3

Olgaoll wilgdg
g2y vl dscgigoll iblaoll Ologasi

aypell asloall o anisoll olgall
GQuagoull

dJuwe analdol éuibgll iblaoll oudi (o
dlloall wvna wlalll Jigoig lgolll
Quagoull awyell

Urolll diua gy joy vl jblaall Olowai (g

A va oy anisall Olbludl (o lapég

dwyell d4looll adlall VUil dang
Guagoull

Vgl Jigaig Jlgoll Juwe jblro
due daaldol doilall ainll (e &)alnll
wlayll &nallol doilall aiallg Jlgoll

uai (Gblio wva jblaoll yibgll owdill (3
Jlocl élb la

anisoll olblwll e Sjatoll Ollwloll (b

rolll diua e gjalnll Olgingill (i

11




j) Guidance published by Insurance

Authority.

Second: Operational Internal Source:

a) Data on customers: numbers, types
and locations.

b) Data on beneficial
customers.

c) Results of analyses of unusual and
suspicious transactions.

ownership  of

d) Findings of internal or external auditors.
e) Volume of transactions.

f) Proportion of cash transactions.

g) Product range and characteristics.

h) Reports from compliance.

i) Exposure to certain industries/sectors.

j) Size of the company.

k) Use of third parties.

[) Extent of non-face to face business.

gyl aglslal jalooll yasy logd 56

24dlgallg ¢lgilllg alacil :cllo=ll GUW (i

clloell &ullo (e lily (v

aalicll pe Ollolea)l Juai il (o
Baguiollg

Ul gf gudala)l adaall il

Ulloleall @2 (o

aaill Ololeall du (g

pnilbag Vlaiioll Glbi
Juoll pjlar

aieo lclin/olelbal yppeil (b
aApill o2

Al @b loiwll (d
Spiloll pe olloleill Gl

Phase 2: Inherent Risk Analysis:

:aiol&)1 gblaall Julay 6t dlagall

24

Insurance companies should analyze both
guantitative and qualitative data when
assessing inherent risk factors as part of
the BRA, and should consider the following
key risk categories:

a) Structural Risk, which may impactits
vulnerability to financial crime.

b) Customer Risk, considering factors
such as customer type, industry, legal
structure, transactional behavior, and
potential exposure to high-risk
individuals or entities.

auos)l SUlwl Yl grotll Ol wie usy
aioldl jblaoll Jolge ouai aic ducgllg
lpale veuug Jlocll jblao oudi o cjas

;g awugl blaall Glia élelo

wle pgi a8 wull aalbagll jblaall
Aol il el abla

Jio Jolge élclio po cllomll jblio (v
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c)

d)

f)

9)

Products, Services, and
Transaction Risk, which may create
opportunities  for llicit financial
activities.

Delivery Channel Risk, including the
extent to which digital, non-face-to-
face, or third-party channels are
utilized, which may increase
anonymity and reduce oversight.

Geographic Risk, particularly in
regions with weak AML/CFT
frameworks, high corruption levels, or
significant exposure to financial
crime.

New and Existing Technologies
Risk — The risks associated with the
adoption and use of emerging and
existing technologies, including digital

assets, fintech solutions, and
automated systems, which may
introduce new vulnerabilities or

enhance llicit financial flows. The
insurance company must assess
such risks before launching any new
products, services or business
practices and before using new
technologies or technologies under
development.

Emerging ML and TF/PF Risk -
Insurance companies must ensure
that they have systems and controls
in place to identify and assess
emerging ML and TF/PF risks, as well
as existing risks that have increased
in severity. These risks should be
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incorporated into the BRA in a timely
manner. Key measures to manage
emerging risks include:

1) Regular review of internal
data to identify trends and
emerging financial crime threats.

2) Ongoing  monitoring  of
external sources of information
(e.g., regulatory updates,
typologies, and intelligence
reports).

3) Processes to assess and
incorporate risks associated with
new products and technologies.
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Risk can be defined in various ways, and
there is no universally applicable
assessment model for evaluating it. Once
an insurance company has identified the
ML/TF/PF risks it faces in the course of its
business activities, it must assess the level
of those risks.
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The BRA should consider both current
operational risks and those that are likely
to emerge in the near future. This includes
evaluating the potential impact of new
products, services, customer segments,
and technological advancements before
such products and or technologies are
launched. Furthermore, ML/TF/PF risks
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often interact and may present a
heightened level of risk when combined.

i lua Jelaig Jalas o W Jo Ll
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There are multiple approaches to
assessing risk, including but not limited to:

a) Evaluating the likelihood of an event
occurring,

b) Assessing both the likelihood and
potential consequences of an event,

c) Considering the interplay  of
vulnerability, threat, and impact,

d) Analyzing the effect of uncertainty on
an event.
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The insurance company shall be able to
clearly explain and demonstrate its
adequacy and effectiveness to the
Insurance Authority, ensuring that it is
appropriate and proportionate to the
insurance company’s specific needs.
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The risk assessment process should be
well-informed, logical, and thoroughly
documented. The BRA should explicitly
outline the basis and evidence for this
determination, referencing sources such
as domestic regulatory guidance, case
studies, direct business experience and
any other relevant information.
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Weighting of Risk Factors:

yhll Yolgs arayy

30

When assessing ML/TF/PF risk, insurance
companies may decide to weight risk
factors differently depending on their
relative importance. Insurance companies
should consider the relevance of different
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risk factors in the context of a business
relationship or transaction. The weight
given to each of these factors is likely to
vary from product to product and customer
to customer (or category of customer) and
from one insurance company to another.
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Insurance companies should choose a
methodology, select a risk-rating scale and
set parameters for risk ratings and
weightings.
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When weighting risk, insurance companies
should ensure the following:

a) Weighting is not unduly influenced by
just one factor.

b) Economic or profit considerations do
not influence the risk rating.

c) Weighting does not lead a situation
where it is impossible for any
business relationship to be classified
as high risk.

d) Situations identified by the AML/CFT
legislation as always presenting a
high ML/TF/PF risk cannot be
overruled by the insurance
companies weighting.

e) Insurance companies override any
automatically generated risk score
where necessary. The rationale for
the decision to override such scores
should be governed and documented
appropriately.
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33

Where

insurance companies use

automated IT systems to allocate overall

risk

scores to categorize business

relationships or transactions and do not
develop these inhouse but rather purchase

them from an external

provider, they

should ensure the following:

a)

b)

d)

The insurance  company fully
understands the risk rating
methodology proposed by the external
provider and how it combines risk
factors to achieve an overall risk score.

The methodology which is used
meets the Insurance companies risk
assessment requirements and
AML/CFT/CPF requirements in the
Kingdom of Saudi Arabia.

The insurance company should
ensure that the scores allocated are
accurate and reflect its understanding
of ML/TF/PF risk.

A generic BRA that has not been
adapted to the specific needs and
business model of the insurance
company will not meet the legal
requirements and expectations of the
Insurance Authority.
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Phase 3: Analysis of Risk Mitigation Measures:

blaoll huasy pulai Julai :aWI alagoll

34

Risk mitigation involves assessing the
adequacy and effectiveness of the risk

mitigation

measures (controls)

implemented within the business.
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35

Insurance companies should ensure that
they have appropriate policies, procedures
and controls in place to effectively manage
and mitigate the ML/TF/PF risks which they
have identified, including the risks which
have been identified at a national level.
The policies, procedures and controls
should be approved by senior
management. They should be appropriate
and proportionate to the risks identified and
should be subject to ongoing monitoring
and review to ensure that they continue to
effectively manage and mitigate the level of
risk identified.
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The level of inherent ML/TF/PF risk directly
influences the nature and intensity of these
controls, as well as the allocation of
AML/CFT resources.

Examples of effective
measures include;

risk mitigation

a) Customer due diligence measures to
verify customer identities and asses
risk profiles.

b) Record-keeping and reporting
measures to ensure compliance with
regulatory obligations.

c) Risk management and internal

controls including:

1) Client acceptance polices.

2) Procedures for customer
assessment.

3) Compliance framework.

risk
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4) Independent testing of controls.

5) Customer screening.

6) Transaction monitoring process

7) Standards for hiring and training
employees

bulgnll Jaiwall Juisyl (4
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The effectiveness of these controls
depends on their consistent
implementation in daily operations.
Therefore, insurance companies must

uino wle hilgnll ciaa dllwa a0ioj
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37 | conduct ongoing monitoring to ensure their | W24 wvao udig lpauhi dollw ylon 37
proper  application, evaluate their | jgall wvlc Ul gi jgndll angi dalleog
effectiveness, and promptly address any
deficiencies or gaps.

An assessment of the level and adequacy holas)l &las ) .
of the controls which are in place includes: lonll alasg uglwo eudl Yoty Ul oy
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38 c) Whether the control is automatic or Bugay of adl alagl wld 1Al b g 38

manual,

d) Whether the internal audit/external
audit has tested it (Controls regularly
tested with positive results),

e) Whether it is a primary or secondary
control,

f) Whether it has been implemented for
more than 1 year,

g) Whether is a preventive or detective
type of control.
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For the purpose of this guidance,
preventive controls include controls related
to;

e Setting transaction limits,

e Having a management approval
process for high-risk customers,
products, or countries,

e Applying EDD measures with specific
customers.

Detective controls Include;

e Information related to how the
product or channels are used,

e Information related to transaction
monitoring,

e Suspicious
procedures.

transaction reporting
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Phase 4: Risk Response:

blaoll dylaiwl :amulyl dlagoll
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The previous phases should ultimately
lead to the determination of residual risk,
which refers to the risks that remain after
the implementation of risk mitigation
measures and internal controls.
Regardless of how effective the control
framework is, it is important to note that
ML/TF/PF risk can never be completely
eliminated.  Certain risks will always
remain due to external factors, evolving
threats, and limitations in control
mechanisms.
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4]

In this phase, the insurance company must
evaluate whether the residual risks it faces
align with its risk appetite, which defines
the level of risk the company is prepared to
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accept in the course of its business
operations. This assessment ensures that
the insurance company is not operating
beyond its risk tolerance and that
necessary adjustments can be made to
strengthen controls where required.
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Following the identification and
assessment of inherent risks and the
corresponding risk mitigation measures,
the insurance company should develop a
comprehensive Action Plan. This plan
should outline specific steps to address
any gaps in controls, enhance risk
management processes, and reinforce
compliance measures where residual risks
exceed acceptable thresholds.
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The Action Plan should be regularly
reviewed and updated to ensure that
emerging risks are promptly identified and
effectively managed within the institution’s
overall AML/CFT/CPF framework.
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Phase 5: Adoption:

2alaiel :amo Bl dlayoll
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The BRA and Action Plan should be
documented and adopted by the senior
management of the insurance company.
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It is also important that employees are
made aware of the results of BRA, for
example through the ongoing employee
ML/TF/PF training program. This ensures
that employees are aware of the main risks
that the entity is exposed to and that they
can effectively execute the policies,

Al wle grabgall clb| Wil pgall yo
Jliol Juw wle dag Jlocll jblho oudi
wie jaiuoll (uabgall v jai 2olpy JUa yo
Vgl Jigaig Jlgoll Jue analdo
puyg Jolil jloall dalwi juiil Jgoig
jblaaly (uabgall vieg pjei wvia i

45

21




procedures and controls determined by
senior management to mitigate the risks.
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Phase 6: Monitoring and Review of the BRA
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As ML/TF/PF risks are always changing,
the ML/TF/PF risk assessment should be
subject to continual review. Where an
insurance company is aware that a new
risk has emerged, or an existing one has
increased, this should be reflected in the
risk assessment as soon as possible.
Insurance companies should also assess
information obtained as part of their
ongoing monitoring of a business
relationship and consider whether this
affects the risk assessment.
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Insurance companies should ensure that
they have procedures and controls in place
to ensure that their risk assessment
remains up to date. For example, setting a
timeline as to when the next BRA will take
place to ensure changing, new or emerging
risks are included. Insurance companies
are expected to review the BRA on an
annual basis. Annual updates should
include the following:

a) Updated quantitative and qualitative
information;

b) New insights from National and/or
Sectorial Risk Assessments;
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c) Review of risks related to products,
services, delivery channels;

d) Regulatory updates;

e) Any updates related to the region.
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In addition, insurance companies should
also develop an internal list of trigger
events which may also give rise to an ad
hoc review of the BRA. Examples of events
which might trigger a review of the BRA
include:

a) New products, services or delivery
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b) Implementation of new technologies.
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d) Significant regulatory changes.
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e) Significant increase in risk.
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f) Mergers or Acquisitions.
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dynamic and integral component of the
company’s risk management framework,
guiding decision-making and operational
practices.

)bl yop lging Hol&io Ipic aej Ui vy
2ib dlac anglg Sl v jblaall g)la|
Al Olwjloollg jlall

23




